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MEMORANDUM OF UNDERSTANDING

Between

STATE OF MAINE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

CENTER FOR DISEASE CONTROL AND PREVENTON

DIVISION OF INFECTIOUS DISEASE

HIV PROGRAM

and
CITY OF PORTLAND

HEALTH AND HUMAN SERVICES DEPARTMENT

PORTLAND PUBLIC HEALTH DIVISION
POSITIVE HEALTH CARE
Related to

DATA ACCESS, ANALYSIS, REPORTING, AND SECURITY

I. Purpose: 

This Memorandum of Understanding is executed to set out the provisions of the agreement to allow the City of Portland, Health and Human Services Department, Public Health Division (PHD), Positive Health Care program to use the CAREWare database maintained by the Maine Department of Health Human Services (DHHS), Center for Disease Control and Prevention, Division of Infectious Disease, HIV Program. 
This agreement shall remain in effect from the date of execution through one year, at which time the parties shall renew this Memorandum or execute a modified version, if they mutually agree that a renewed Memorandum is appropriate and useful. The confidentiality and security provisions of this Agreement survive indefinitely, even beyond the termination of this Agreement, or as defined by federal and state law.

II. Overview of statutory obligation of DHHS relevant to the MOU: 

DHHS is Maine’s grantee for funding under Part B of the Ryan White HIV/AIDS Treatment Extension Act of 2009 (Public Law 111-87, October 30, 2009), funded by the U.S. Health Resources and Services Administration (HRSA). Part B funds are managed by the Maine Center for Disease Control and Prevention’s HIV Program. As such, the HIV Program is required to provide client-level data reports to HRSA and to “provide for the establishment of a quality management program to assess the extent to which HIV health services provided to patients under the grant are consistent with the most recent Public Health Service guidelines for the treatment of HIV disease and related opportunistic infection, and as applicable, to develop strategies for ensuring that such services are consistent with the guidelines for improvement in the access to and quality of HIV health services” Title XXVI Public Health Service Act Part B, Subpart I, § 2612 (d)(1).

Under 22 MRSA §§ 801-825, positive HIV tests, as well as HIV blood monitoring results (CD4+ and viral load) are reported to the epidemiologist in DHHS’s HIV Program. 

The following State laws require that DHHS, and therefore the HIV Program, hold information collected confidentially and under the following conditions:

a. “Department records that contain personally identifying medical information that are created or obtained in connection with the department’s public health activities or programs are confidential. These records include, but are not limited to, information on genetic, communicable, occupational or environmental disease entities, and information gathered from public health nurse activities, or any program for which the department collects personally identifying medical information.” Such records “may not be open to public inspection, are not public records … and may not be examined in any judicial, executive, legislative or other proceeding as to the existence or content of any individual’s records obtained by the department.” 22 MRSA § 42 (5)

b. “Exceptions to this subsection include release of medical and epidemiological information in such a manner that an individual can not be identified; disclosures that are necessary to carry out the provisions of chapter 250 [Control of Notifiable Diseases and Conditions]; … and disclosures that are specifically provided for by statute or by departmental rule.” 22 MRSA § 42 (5)

c. “Nothing in this subsection precludes the department, during the data collection phase of an epidemiologic investigation, from refusing to allow the inspection or copying of any record or survey instrument, including any redacted record or survey instrument, containing information pertaining to an identifiable individual that has been collected in the course of that investigation. The department’s refusal is not reviewable.” 22 MRSA § 42 (5)

d. “Any person who receives information pursuant to this chapter shall treat as confidential the names of individuals having or suspected of having a notifiable disease or condition, as well as any other information that may identify those individuals. This information may be released…to other public health officials…for public health purposes. … Information not reasonably required for the purposes of this section may not be released. All information submitted pursuant to this chapter that does not name or otherwise identify individuals having or suspected of having a notifiable disease or condition may be made available to the public at the sole discretion of the department. … Any person receiving a disclosure of identifying information pursuant to this chapter may not further disclose this information without the consent of the infected person.” 22 MRSA § 824

e. DHHS “may disclose [HIV test] results to other persons only if that disclosure is necessary to carry out its duties as provided in Title 22, section 42 and chapters 250 and 251.” 5 MRSA § 19203

III. Overview of statutory obligation of PHD relevant to the MOU: 

The City of Portland has the authority granted by its Administration Code of Ordinances pursuant to the Constitution of Maine and Maine Revised Statute:
a. “Any municipality, by the adoption, amendment or repeal of ordinances or bylaws, may exercise any power or function which the Legislature has power to confer upon it, which is not denied either expressly or by clear implication, and exercise any power or function granted to the municipality by the Constitution of Maine, general law or charter. …The Legislature shall not be held to have implicitly denied any power granted to municipalities under this section unless the municipal ordinance in question would frustrate the purpose of any state law.” 30-A MRSA § 3001
b. “The inhabitants of any municipality shall have the power to alter and amend their charters on all matters, not prohibited by Constitution or general law, which are local and municipal in character. The Legislature shall prescribe the procedure by which the municipality may so act.” Constitution of Maine, Article VIII, Part Second
PHD, as a division of the City of Portland’s Department of Health and Human Services, is “considered as the Health Authority of the City” and therefore has the authority “to enforce all laws, ordinances and regulations pertaining to conditions dangerous or detrimental to life or health, including but not limited to the investigation and suppression of nuisances and the prevention and control of diseases within the City, the harbor, or on any vessel within the harbor” according to Chapter 2 § 17 (h), City of Portland Administration Code of Ordinances, within the parameters set by state and federal law. 

In addition, the health officer’s agent shall “exercise such authority and enforce such laws, ordinances and regulations pertaining to potential health hazards in residential, industrial, and commercial buildings” Chapter 2 § 17 (i)(10), City of Portland Administration Code of Ordinances.
Among other things, PHD is a grantee for funding under Part C of the Ryan White HIV/AIDS Treatment Extension Act of 2009 (Public Law 111-87, October 30, 2009), funded by HRSA and is therefore required to provide client-level data reports to HRSA. 

IV. Rationale: 

PHD provides Ryan White Part C medical services to people living with HIV in southern Maine. DHHS’s HIV Program funds Ryan White Part B medical case management services in southern Maine. More than 130 people with HIV/AIDS access both Part B and Part C services in southern Maine. 

Part B and Part C providers utilize the HRSA-developed software CAREWare for federal reporting.

DHHS’s HIV Program has established a statewide CAREWare database that allows multiple providers to enter data in a real-time environment to allow for better coordination of care and utilization of technical resources. No provider may view data on a client that does not receive services from that provider. Providers may share service and clinical data through various client-by-client agreements within the software, with client consent. 
This database is overseen by the HIV Program’s Database Administrator, who provides training and technical support to users, including limited assistance with federal reporting. 
To reduce duplication of effort and advance coordination of care, PHD utilizes the statewide CAREWare database maintained by the HIV Program. 
V. Responsibility: 

DHHS will:

a. Ensure that the Database Administrator attends annual confidentiality training and signs the DHHS employee confidentiality statement in accordance with DHHS personnel practices.

b. Ensure that the Database Administrator has access to records of Part C clients who have not accessed Part B services only for the purposes of troubleshooting and correcting duplicate records.
c. Assure the protection and confidentiality of all data obtained through CAREWare in compliance with the Maine CDC Privacy Policy and applicable statutes. 

d. Ensure that new users receive the appropriate applications for RSA SecurID cards to access the secure virtual private network that permits access to the CAREWare database and submit these applications to the Office of Information Technology for processing.

e. Ensure that users are notified about database upgrades, known outages, or known system errors.

f. Provide limited technical assistance related to software installation, user training, reporting functionality, and troubleshooting, including resetting locked user accounts.

g. Assume the costs associated with maintaining the CAREWare database (including server fees, upgrades, and personnel costs associated with the Database Administrator).
h. Allow scheduled monitoring and site visits by PHD to ensure proper data storage, analysis, and management.
PHD will:
a. Ensure that all staff who access CAREWare have received confidentiality training and signed a confidentiality statement prior to accessing CAREWare.

b. Ensure that new users apply for an RSA SecurID card from the state Office of Information Technology.

c. Ensure that users comply with the Nondisclosure Agreement attached hereto as Schedule A.

d. Ensure that users comply with the CAREWare User Agreement attached hereto as Schedule B.

e. Make technical assistance requests as far in advance and routinely as possible to allow DHHS time to process them.

f. Recognize that the Database Administrator may incidentally view individualized Part C client data while assisting with reporting and training.
In accordance with the Maine CDC Privacy Policy (attached hereto as Schedule C), DHHS and PHD shall promptly report any suspected inappropriate, unauthorized, wrongful or negligent release of identifiable or potentially identifiable data, any violation of the Privacy Policy, or other reportable incident to the DHHS responsible employee listed below, the appropriate Maine CDC Division Director, and the Maine CDC Privacy Officer. The initial report shall be submitted by e-mail and detail the date of the suspected breach, the nature of the suspected breach, a description of any identified information disclosed, the parties involved in the suspected breach, and any other relevant information. No personally identifying information need be included in this initial report. All suspected breaches will be investigated by the Maine CDC Privacy Officer or his or her designee(s), who shall submit a detailed report of findings to the contacts listed below, Division Directors, and other parties as necessary and appropriate.
In the event of a breach, access to CAREWare may be suspended until satisfactory assurances have been made that further breaches will not occur. Notification of breach shall be made pursuant to § 13402 of the American Recovery and Reinvestment Act of 2009 (P.L. 111-5) for data originating from programs deemed covered entities; notification shall occur for data originating from non-covered entities at the discretion of Maine CDC’s senior management, in accordance with § 10.1.1 of the Maine CDC Privacy Policy. Maine CDC’s senior management may require PHD to take additional steps to mitigate the consequences of a breach; failure to do so will result in immediate termination of this Agreement. 
VI. Responsible Employees: 

The following employees of DHHS and PHD are identified as the contacts to implement this Memorandum and to resolve any problems that arise in its implementation:
DHHS Employee:
Jamie Cotnoir, Ryan White Part B Program Coordinator
PHD Employee:
Caroline Teschke, Positive Health Care Program Manager
Should any issue arise that cannot be easily resolved, one or both of these contacts will notify the directors for their consideration of the issue and likely resolution, including modification or cancellation of this Memorandum.

VII. Expiration Date: 

This Memorandum will expire one year from the date of execution.  Either signatory may cancel this Memorandum at an earlier date for any reason upon thirty days advance written notice to the other signatory. In the event of a breach of individually identifiable information, data sharing may be suspended immediately pending investigation of the incident.
Signatures:
Maine Department of Health and Human Services, Center for Disease Control and Prevention:

Mary C. Mayhew; Commissioner, Department of Health & Human Services

Date

Stephen Sears; Acting Director, Maine CDC






Date
City of Portland Health and Human Services Department, Public Health Division:

Douglas Gardner; Director, Health & Human Services Department, City of Portland
Date

Julie Sullivan; Director, Portland Public Health Division, City of Portland


Date
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