Bureau of Information Services

Confidentiality and Nondisclosure Statement


 DATA  "\\\\Dhs_central\\DATA\\USERS\\HSCWint\\Secur ID Forms and Letters\\Vendor Forms\\Secur ID Merge Document.doc" The Chief Information Officer of the state of Maine is by law, responsible for safeguarding computerized information for the state of Maine.  The CIO has determined that individuals who use State of Maine computer resources directly, or who may otherwise have access to computerized information of the state of Maine, be advised of the following:

1.
Any USERID and password issued to you is for your exclusive personal use only, and


must not be divulged to anyone.

2.
You may use State of Maine computer resources for business purposes only and only


through those processes/programs specifically authorized to you by the Bureau of


Information Services or its agent(s).

3.
Title 17-A Section 432 MRSA states:  “A person is guilty of criminal invasion of


computer privacy if the person intentionally accesses any computer resource knowing


that the person is not authorized to do so.”

4.
Title 17-A Section 433 MRSA states:  “A person is guilty of aggravated criminal


invasion of computer privacy if the person:  A.  Intentionally makes an unauthorized copy


of any computer program, computer software or computer information, knowing that the


person is not authorized to do so; B.  Intentionally or knowingly damages any computer


resource of another person, having no reasonable ground to believe that the person has the


right to do so; or C.  Intentionally or knowingly introduces or allows the introduction of a


computer virus into any computer resource, having no reasonable ground to believe that


the person has the right to do so.”

5.
Title 5 Section 1886 MRSA states:  “All data files are the property of the agency or


agencies responsible for their collection and utilization.”  Therefore, no individual may


access data files or computer information (as defined under Title 17-A Section 431


MRSA) in any manner which is not authorized by the owner agency, or which may be


subject to nondisclosure under Maine State Law.

Individuals having access to any computer system maintained by the Bureau of Information Services are required to read and sign a copy of this statement indicating their acknowledgment and understanding of it.

	_______________________________________________
Signature

Name (Printed or Typed)

DHHS, CDC, HIV Program,                                                 
Department or Company
	__________________________________
Date

Please sign and return this form to:

Mike Tardiff

221 state street
11 State House Station
Augusta, ME  04333-011


Date Printed: 9/3/13

