· ( Networked providers: Service and clinical information sharing TC "Providers on a Network: Service and clinical information sharing" \f C \l "2" 
Providers on a real-time network have the option of sharing service and clinical data with other agencies. Sharing data with other providers who have a need to know specific information about clients they also serve has many advantages:

· Agencies can avoid duplication of services, save time spent tracking down clients’ services at other agencies, and get a more comprehensive picture of a client’s needs.

· Clinics can avoid expensive duplicate tests and potentially dangerous medication interactions if clinical data from the other provider is available at the point of service.

· Clients can get a better continuity of care.

Sharing service information 

Providers can choose to share service information with all, some or no other providers also connected on a real-time network.  Sharing levels can be further modified to accommodate each specific client’s request (“Client by Client Sharing”) . 

REMEMBER: Fundamental to data-sharing in 4.0/4.1 is this rule: Providers only share information on clients they both serve. You will never see information from another provider on a client you don’t also serve.
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( Service information sharing, cont’d
Level 1, Option 1: 

Share all service records with all providers. All services you provide for all clients who also see other providers will display on those providers’ service screen when they open those common clients’ records. 

Level 1, Option 2:

If you check the “Client by Client Sharing” box, all services you provide for selected clients you have in common with other providers will display on their service screen when they open common clients’ records. For information on how to choose each client whose data you wish to share, see page 99. This feature accommodates the HIPAA mandate that patients be given the option to opt out of some ways your agency might wish to use personally identifiable health information.

Level 2, Option 1: 

Share similar service records only with providers who provide services from the same service categories. If you select this option, all services in a service category which you provide for all clients who also see other providers, and who also provide services in that same service category, will display on those providers’ service screen when they open those common clients’ records. 

For example: if you provide case management and ambulatory/outpatient medical care and you select this option, all other case management providers who also serve that client will see the case management services you have provided. All ambulatory/outpatient medical providers who also serve that client will see the ambulatory/outpatient medical services you have provided (but not the case mgmt services, if they don’t provide that).  Each will see only those services you provided that are of the same type which they provide.  This sharing option was created to address another level of a provider’s need to know about the services their clients have received elsewhere in the network.

Level 2, Option 2: 

If you select Level 2 and check the “Client by Client Sharing” box, all services in a service category you provide for selected clients who also see other providers, who also provide services in that service category, will display on those providers’ service screen when they open those common clients’ records. For information on how to choose each client whose data you wish to share, see page 99.

Level 3:

No other provider can see any services you provide to clients you have in common.

REMEMBER: You may choose to let any or all other providers see some or all of your service data. You in turn however can only see as much data on the services they provide as they choose to share in return.  Data-sharing is a two-way street, requiring collaboration and communication among providers.

( Service information sharing, cont’d
Client-by-Client Sharing

In the picture below, note on the right of each service the name of the provider where the service was rendered:
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The example above is from the client’s record at “Detroit Housing,” and the two services he has received there are visible. However, also visible are services he received at another provider on the real-time network, “Arkansas Department of Health.” The services received at this other agency are visible here because these two agencies are serving the same client, AND either:

a) Arkansas shares all service records with ALL providers on the network, OR

b) Detroit Housing sent a request to view this client’s service records.  Because Arkansas granted this request, Detroit Housing is now able to view the services this client received from Arkansas.
NOTE: Even if they can view these services, a provider can NEVER edit another provider’s service records.

Making a request to share a client’s service information:

Click the Service Sharing button on the bottom left of a client’s service screen.  Depending on the service sharing settings that you established in the Setup Wizard (all, some, none, client by client) the information on the screen below will differ.
( Service information sharing, cont’d
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· On the left side of the screen you will see a list of Providers with whom you have agreed to share (or not share) this specific client’s service data. The list on the left shows requests for service sharing that have come from other providers on the network. These requests are set to Pending when they first come in.  When you act on them, you may either Grant or Deny the request.


· On the right-hand side of the screen you’ll see a list of providers that share service data on this client with you. In other words, service sharing is a two-way street: You (and/or individual clients) may elect to share or not with other providers on the network, and they in turn may choose to do so with you.


· Note the Status field in the far right-hand column: 3 providers automatically share service data on this client with you because in their Setup Wizard they selected either Level I (share all services with any other provider on the network) or Level II (with other providers offering the same service types—e.g. case management).


· Two outgoing requests made by you are “Pending” (with Florida and Hopes Prevention): these are service-sharing requests made by you that have not yet been acted on by those agencies.

· When you first login, on the right side of your main menu you’ll see a message link indicating if another agency is requesting to share service data. In this screen, there are 2 outgoing data-sharing requests your agency has made (these are the Florida HIV Care and Hopes Prevention providers above) and 1 incoming request to share.  

( Service information sharing, cont’d
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If you click on the ‘1 incoming share request’ link, the screen below will appear, with the name (or names) listed of the client wishing to make their service information available at the other provider (Arkansas Department of Health):
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Granting or Denying a Pending Request to Share Service Records TC "Granting or Denying a Pending Request to Share Service Records" \f C \l "2" 


· Highlight the client and then click Details.  You’ll be taken to that client’s record.  Go to the client’s Service tab.

· Click the ‘Services Sharing’ button in the bottom left and this screen will appear:
( Service information sharing, cont’d
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· On the left is a list of any providers who have requested or have pending requests to share service records on this client.  When first viewed, the status is “Pending.”


· Click the word “Pending” in the Status field and a dropdown menu will appear with two: “Granted” or “Denied.” In other words, you may allow or disallow that service records for this client be shared with the requesting agency. If granted, the other agency will now be able to see the services provided to this client by your agency.  
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( Sharing Clinical Informatio TC "Sharing Clinical Informatio" \f C \l "2" n
Sharing clinical information is a simpler decision process. For sound medical reasons, it is not possible to share some types of clinical information and not others.  For example, a psychiatrist needs to see what antiretroviral medications a patient is on in order to avoid prescribing the wrong psychoactive medication. A patient may suffer adverse reactions if two medical providers both prescribe the same or different pain medications. 

Sharing clinical information does not violate client confidentiality around HIV disclosure, since any providers on RW CAREWare are already aware that the client is HIV- positive. HIPAA does not require patient authorization for sharing personal identifying health information for purposes of treatment, payment, and “other health care operations,” although HIPAA does require that the client is fully informed of how their data are being stored and used.

Remember that access to clinical data is controlled at the provider and user management level; if a social services provider is set up without clinical permissions, no clinical data on anyone, of any kind, will be visible to users at that provider. 

CAREWare provides the option for providers, and clients, to determine whether or not to share clinical information, and with whom. Cooperative decisions between providers about sharing information must be made beforehand; this is the stage of CAREWare implementation where those decisions are carried out.

( Clinical information sharing, cont’d
The second sharing options menu deals with clinical information. If you are not a clinical provider, leave this at the Level 1 default, as it will not affect your agency.
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Level 1, Option 1: Share clinical information only with other providers with proper (clinical) permissions. All clinical information you have recorded on all clients who also see other clinical providers will display on those providers’ “Encounters” tabs when they open those common clients’ records. It is up to the provider to determine which of their users can see any or all of that information.

Level 1, Option 2: If you check the “Client by Client Sharing” option, all clinical information you have recorded on selected clients who also see other clinical providers will display on those providers’ “Encounters” tabs. For information on how to choose each client whose data you wish to share, see page 99. 

Level 2: No other provider can see any clinical information on clients you have in common. Since the best clinical decisions are made when providers have the greatest amount of data on which to base them, this is not recommended.
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