ATTACHMENT A
TO MASTER AFFILIATION AGREEMENT OF APRIL 2011
 INFORMATION SHARING
	
This Information Sharing Attachment A (hereinafter “Attachment A”) is made and entered into as of this 1st day of April, 2011, by and among the [LaCAN Partners] and Louisiana Department of Health and Hospitals, Office of Public Health STD/HIV Program (“DHH-OPH STD/HIV Program”) (collectively the “Parties”).

W I T N E S S E T H

	[LaCAN Partners], DHH-OPH STD/HIV Program have entered into an Agreement to have a collaborative relationship to maintain and improve a central data repository (CAREWare) of Ryan White-funded services; and participate in the exchange of health information for the purpose of improving services to persons living with HIV, enhancing performance measurement, and increasing the quality of data; and

	The Parties desire to establish a process for sharing protected health information (PHI), in a confidential environment which complies with the Privacy Regulations of the Health Insurance Portability and Accountability Act (“HIPAA”) in and all applicable state laws, and in an effort to minimize the burdens on both patients and Parties to improve coordination and quality of care to patients serviced by the Parties.
	
NOW, THEREFORE, in consideration of the mutual covenants, representations and warranties contained in this Attachment A, the receipt and sufficiency of which are hereby acknowledged, the Parties agree as follows:

I.	Definitions

A.	“Party” or “Parties” means any organization that is a signatory to this Information Sharing Attachment A, and includes any staff or contractors employed by such an organization.

B.	"Protected Health Information" or "PHI" means any information, whether oral or recorded in any form or medium: (i) that relates to the past, present or future services provided to persons living with HIV disease; and (ii) that identifies the individual or with respect to which there is a reasonable basis to believe the information can be used to identify the individual, and shall have the meaning given to such term under the HIPAA Regulations, and any applicable state laws.	

C.	“Individually Identifiable Health Information” means information that is a subset of health information, including demographic information collected from an individual, and (i) is created or received by a health care provider, and (ii) identifies the individual or with respect to which there is a reasonable basis to believe the information can be used to identify the individual.

D. 	“Shared Data” means protected health information (PHI), the sharing of which is facilitated by the Louisiana CAREWare Access Network (“LaCAN”), and includes, but is not limited to, laboratory test results, medical diagnoses, medications accessed, service dates, the number of services delivered to eligible clients and the cost of providing those services, and patient identifying information data shared through the LaCAN Partners. 

E.	“Shared Data System” means a collection of shared data elements linked to the health status of a patient that is collected and stored electronically in the LaCAN system.

F.	“De-identified PHI” means a collection of shared data elements that have been stripped of any individually identifiable health information that could be used to identify a specific individual. 

G.	LaCAN Partner Program Administrators Team is a governing body comprised of leaders from the Parties who serve in a neutrally convening capacity.  

II.	Purpose of Attachment A

The purpose of this Attachment A is to establish standards for the access to PHI which is shared among Parties. 

III.	HIPAA Compliance

Each Party hereby represents, prior to gaining access to PHI, that each Party and each employee or independent contractor responsible for management of shared data will complete HIPAA privacy training.  

IV.	 and each Party will sign a Business Associate Agreement, as required by Federal law. (Check this information, is state law OR do we need one? Wayne Wilbright to check on this)  
HIPAA Requirements

Each Party agrees to comply with the Health Insurance Portability and Accountability Act of 1996, as codified at 42 U.S.C. §1320d (“HIPAA”) and any current and future regulation promulgated there under including, but not limited to, the federal privacy regulations contained in 45 C.F.R. Parts 160 and 164 (the “Federal Privacy Regulations”), the Health Information Technology for Economic and Clinical Health (HITECH) Act, and the federal standards for electronic transactions contained in 45 C.F.R. Parts 160 and 162, all collectively referred to herein as ‘HIPAA Requirements”, to the extent applicable.  Each Party agrees not to use or further disclose any Protected Health Information (as defined in 45 C.F.R. §164.501) or Individually Identifiable Health Information (as defined in 42 U.S.C. §1320d), other than as permitted by HIPAA Requirements and the terms of this Agreement.  To the extent applicable under HIPAA, each Party shall make its internal practices, books and records relating to the use and disclosure of Protected Health Information available to the Secretary of Health and Human Services to the extent required for determining compliance with the Federal Privacy Regulations.

V.	Permissible Use of PHI

A.	PHI that is subject to this Attachment A shall be used only for the provision of services by Parties to the patient whose information is being accessed; except that de-identified PHI may be used by the Parties for general administrative purposes such as budgeting, grant applications on behalf of the Parties, public health or health systems planning or for statistical data reporting as required by funding agencies or for evaluation.  De-identified PHI shall not be used or disclosed for any other purpose except as may be allowed by Federal law or this agreement.

B.	Upon a written request, patients shall have the right to review the information which is entered in the Shared Data System by the Party providing services or maintained in other formats and subject to sharing. The Parties will maintain policies and procedures for patient review.

C.	All disclosures of PHI shall be limited, to the extent practicable, to the minimum amount necessary to accomplish the purpose for which the information is needed, used or disclosed.

VI.	Ownership of Patient Records
All PHI subject to this Attachment A shall be the property of the originating Party.  If a member should leave the LaCAN Partnership, all client service utilization data up to and including the separation date must remain with the Partnership.  However, an exported copy of the data that was provided by the departing member through the duration of this Partnership will be made available to that Partner.


VII.	Protection of Information

All PHI and individually identifiable health information contained in the Shared Data Systems or electronically maintained in other formats shall be protected by reasonable and appropriate administrative, technical, and physical safeguards to protect against any reasonably anticipated threats or hazards to the privacy, security or integrity of PHI, in compliance with the HIPAA privacy regulations. Such protections will be ensured by the following processes put into place: 

A.	Each person authorized to access the Shared Data Systems must have a unique DHH-OPH STD/HIV Program Virtual Private Network (“VPN”) username, DHH-OPH STD/HIV Program VPN password, LaCAN data system username, and LaCAN data system password to verify authorization to access the Shared Data Systems.   Such identification codes and passwords shall be issued and changed regularly in accordance with the procedures established by the LaCAN Partners Program Administrators Team.

B.	Each Party shall be responsible for reviewing audit trails and other reports generated by the Sshared Ddata Ssystems. Any event that compromises confidentiality of system data, shall be reviewed by the LaCAN Partners Program Administrators Team, which will take appropriate action, in accordance with each parties policies including, but not limited to eliminating the Party’s access to the Shared Data Systems. 

C.	Each Party shall maintain procedures to ensure the integrity, completeness and continuity of data included in the Shared Data Systems.

D.	Each Party shall adopt privacy policies and procedures, appoint a privacy officer, and conduct periodic audits of its entity to ensure compliance with the HIPAA privacy regulations and any additional LaPHIE privacy policies and procedures.

E.	All Parties' computers and networks, including those of the Parties' contractual agencies' agreements for patient services, that hold PHI or have access to PHI shall be maintained in a secure manner.

F. 	LaCAN Partners Program Administrators Team will establish provisions for revisions to the Shared Data Systems as appropriate. 

G. 	If a violation occurs, the Party will notify the LaCAN Partners Program Administrators Team of such violation and will have fourteen (14) days to present to the LaCAN Partners Program Administrators Team a plan of correction to remedy the violation.  LaCAN Partners Program Administrators Team shall determine if the plan of correction is sufficient and provide notice to the Party of the decision. Exclusion from this agreement shall be determined only by the LaCAN Partners Program Administrators Team. 

VIII.	Creation and Maintenance of the Shared Data Systems (defined earlier on)
Each Party shall make a good faith effort to include its own data ion the Shared Data System.  The Shared Data Systems will be created by the Parties and maintained collectively by the Parties in accordance with the terms and conditions of this Attachment A. 

The Shared Data Systems will be maintained on DHH-OPH STD/HIV Program secured servers.  

IX.	Participating Agencies

Within the discretion of Parties, additional healthcare organizations may become eligible to participate in this Attachment A.  Any Party who seeks to share PHI either through the Shared Data Systems or in other formats must first execute an Affiliation Agreement indicating willingness to participate in the LaCAN partnership in addition to this Attachment A.  This Attachment A must be signed by a person who has the authority to legally bind the Party which seeks to participate, and must be updated annually.  Participation shall be voluntary and may be terminated at any time in accordance with Section XII of the LaCAN Master Affiliation Agreement.  

X.	Training 

Each Party shall provide training to any person who has access to the Shared Data Systems regarding the terms and conditions of this Attachment A, and any procedures developed by the Parties.  This training shall be provided prior to an individual’s access to PHI and individually identifiable health information in the Shared Data Systems.


XI.	Counterparts

This Attachment A may be executed in two or more counterparts, and it shall not be necessary that the signatures of all Parties hereto be contained in any one counterpart hereof; each counterpart shall be deemed an original, but all of which together shall constitute one and the same instrument.

The Parties hereto have duly executed this Attachment A as of the day herein first above written.



	
[ ]                                                    Date
Administrative Director
Louisiana Department of Health & Hospitals
Office of Public Health STD/HIV Program
	

	
[ ]                                                             Date
Director
City of New Orleans
Office of Health Policy for 
AIDS Network Funding



	
[ ]                                                      Date
Assistant Director
City of Baton Rouge
Division of Human Development & Services


	
[ ]                                                            Date
Chief Executive Director
NO/AIDS Task Force







